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NEW QUESTION: 1An audit is going to be conducted for your company's AWS account. Which
of the following steps will ensure that the auditor has the right access to the logs of your AWS
accountA. Ensure that Cloudtrail is enabled. Create a user for the IT Auditor and ensure that full
control is given to the userfor Cloudtrail.D- Enable Cloudwatch logs. Create a user for the IT
Auditor and ensure that full control is given to the userfor the Cloudwatch logs.B. Enable S3
and ELB logs. Send the logs as a zip file to the IT Auditor.C. Ensure CloudTrail is enabled. Create
a user account for the Auditor and attach the AWSCLoudTrailReadOnlyAccess Policy to the
user.Answer: CExplanation:ExplanationThe AWS Documentation clearly mentions the below
AWS CloudTrail is an AWS service that helps you enable governance, compliance, and
operational and risk auditing of your AWS account. Actions taken by a user, role, or an AWS
service are recorded as events in CloudTrail. Events include actions taken in the AWS
Management Console, AWS Command Line Interface, and AWS SDKs and APIs.For more
information on Cloudetrail, please visit the below URL:*
http://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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NEW QUESTION: 3Which of the following is more suitable for a hardware implementation?A.
Cipher block chainingB. Electronic code bookC. Block ciphersD. Stream ciphersAnswer: D
Explanation:A stream cipher treats the message as a stream of bits or bytes and performs
mathematical functions on them individually. The key is a random value input into the stream
cipher, which it uses to ensure the randomness of the keystream data. They are more suitable
for hardware implementations, because they encrypt and decrypt one bit at a time. They are
intensive because each bit must be manipulated, which works better at the silicon level. Block
ciphers operate a the block level, dividing the message into blocks of bits. Cipher Block
chaining (CBC) and Electronic Code Book (ECB) are operation modes ofDES, a block encryption
algorithm.Source: WALLHOFF, John, CBK#5 Cryptography (CISSP Study Guide), April 2002 (page
2).

NEW QUESTION: 4You can count on well-written requirements, but you can't count on an
adequate contribution of the stakeholders to the quality risk analysis. You have to mitigate the
insufficient contribution of the stakeholders because the risk-based testing approach shall
minimize the product risks. Your test team has one expert tester in security testing.Which of the
following test activities would you expect to be the less important in this context?A. Automate
all functional and non-functional system testsB. Apply systematic and exploratory testing for
integration and system testC. Perform exploratory testing sessions with adequate charters
covering security aspectsD. Extract from the defect tracking system of the previous project all
the security defects and failures, and classify them to support design and execution of specific
testsAnswer: A
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